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NAME
lock_unlock — create/reme a bck file

SYNOPSIS

lock_unlock
action=lock
namezockname
[wait=seconds]
[expire=seconds]
[id=id]

unlock lock
action=unlock
namezockname

DESCRIPTION
“ action=lock’ sets a lock file spcified by namiekname. Optionally you can specify kwlong you are
willing to wait, and when the long expires. The default behavior is to waitdioaad never expires.

“ action=unlock’ removes the lock file spcified by namésckname. This is optional. The log file is
removed automatically by a trap when the calling environment terminates.

Often, the requirement is to pemt more than one instance of the same or related programs to run at the
same time.For example, you may he daily Oracle open backup, and hourly Oracle arehibg backup;

both backups s@ achived logs and delete them. You do not wanb tiwstances to run at the same time,
creating unpreditable results.

The idiom to do this in shell is to create a lock file or directdfpatever instance sets the lock first, is
authorized to proceed. If anotherdiinstance xecutes, but a lock exists, it either waits for the lock to lift
or terminates.When the first instance completes&ution, it remwoes the lock file, so the next instance
can run.

| choose to create a lock file with my lock_unlock function; The lock_unlock function solves 3 problems:

(1) Generic approach:

The code implementing this is more or less the same. lock_unlock intends to be a reusable function,
portable across mgmtmodern shells including ksh93, ksh88, pdksh (v5.2.14), bash (2.05b), zsh (3.0.6,
4.1.1). ltcan be statically included, or dynamically included (&TH in Korn shell or use'.” i n ksh,

bash, and zsh). You can use it without worrying about implementation details. Simply write:

| ock_unl ock action=l ock nane=/some/ where/ ny_| ock [other options]
# do sonet hi ng
| ock_unl ock acti on=unl ock nane=/sone/where/nmy_| ock # optional

The unlock action is optional. The lock action sets a trap whichwentte lock when the program exits.

(2) Eliminate the potential race condition when creating the lock file:

For problems with relaxed requirements, mamplementations use loose logic with race conditions. The
following is a typical program implementing the lock file:

Pl DFI LE=/ some/ where/ pi dfil e
LOGFI LE=/ some/ where/ |l ogfil e

[[ -r $PIDFILE ]] && ps -p $(< $PIDFILE) 2>/dev/null && {
echo "program al ready running" >> $LOGFI LE
exit 1

}

rm-f $PI DFI LE
echo $% > $PI DFI LE
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# do sonet hi ng
rm-f $PIDFI LE

It may run very well if the program runs hourly or once a dyt since it uses multiple steps to create the
lock file, it may create a race condition as illustrated below:

(A)

- process #1: verifies the pidfile does exits
- process #2: verifies the pidfile does exits
- process #1: creates pidfile

- process #2: creates pidfile

or

(B)

- process #1: verifies the pidfile does exits
- process #2: verifies the pidfile does exits
- process #2: creates pidfile

- process #1: creates pidfile

Two process end up running at the same time, defeating the purpose.

To over come the race condition, create the lock file in one step, and creattughesly. For example, you
can not use touch to create a lock file, because more than one process can touch the same file, and start run-
ning at the same time.

Good candidates for creating an excladock are “mkdir”, “In”, etc.
In lock_unlock function, | use “In —5sto create the lock file:
In -s "pid=$$ ti me=$(epoc) ttl=${expire} psid=$(ps_iden $3$) id=$id" ${nane}

Since it5 done in one step, the race condition is eliminated;dso exclusive which means only one pro-
cess can succeed at ategi time.

Additionally, “In —s” allows ectra pieces of information, namelthe process id, the creation time, an
optional time to We value, and additional identification information of the process ,(gsmip, ppid, pgid)
to be attached to the lock file in one step. These pieces of information can lvedétriane step, alle-
ing remwal of the stale lock file without a race condition.

(3) Eliminate the race condition by removing stale lock file

One of the dangers of using a lock file is that the file may inadvertantly be left behind as a result of kill -9,
sener crash, etc. This prents the program from running agairarFexample, your backup fails day-after
day because a stray lock file ypeats execution.

A common solution is to renve the stale lock file when the process that created the lock file doedsipt e
as shown in simple example aloBut that implementation has a race condition:

- process #1 checks the existence of PID
- process #2 checks the existence of PID
- process #2 renpves the lock file
- process #2 creates the lock file
- process #1 renpves the lock file
- process #1 creates the lock file

In lock_unlock function, | tightened up the conditions for stale lock file valamd eliminated the race
condition.

The lock file can be safely rewal if one of the three conditions are true:
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- the PID that created the lock file does not exit
- the PID exists, but it is not the process that created the lock file
- the lock file outlived its specified life (ttl value)

The lock_unlock function resadg the procest®d, additional identification information, ttl value, and the
lock file inode in one step:

| sout=$(ls -il ${nane})

After assessing the conditons using the reédepieces of information, the lock file indentified by inode,
instead of file name, is nmed, and then remed. This eliminated the possibility that process #1 n#50

the lock file that process #2 createdr Ehe second process to create a file with the same inode as the file
just remwed is not possible, as the inode is preserved by first mv’ing the file.

Code Review
Note: this section is based on an old version as published in:

Wang, M chael. "lock_ unlock - Creating and Renmpbving a Lock File."
Shell Corner. Ed. Ed Schaefer. February 2004. Unix Review. Retrieved
13 February 2004 <http://ww. uni xrevi ew. conf document s/ s=9040/ ur 0402g/ >.

This section is kept for historical purpose, and may be out of date. Please use the current code.

Lines 01-05 define the Korn Shell style function, and the localized variables used inside the function,
including PATH. | assume perl is in the stand@arH. If not, the easiest fix is to create a link.

Line 07 processes the arguments of the lock_unlock function. Since the arguments for the function are:

I ock_unl ock acti on=l ock nane=<| ockname> [wai t =<seconds>] [ expire=<seconds>]
unl ock | ock action=unl ock nane=<| ocknane>

action and name are defined, and, optionalgit and expire. These variables specify what yantwo do
- create (action=lock) or rerme (action=unlock) a lock file ($name).

Lines 09-23 define 3 functions and varialddba’. The use of functions simplify the code and eliminate
code repetition as thy@re used multiple times.

In line 09, the function'époch’ outputs current time expressed in number of seconds since the birth of
Unix.

In line 10, the ariable ‘abba’ outputs either‘ab” or *‘ba” (hence the name) depending whether thie e
trap inside Korn shell style function igeeuted at the completion of the function, or at the completion of
the calling environment.

The Korn shell man page specifies:

“A trap onEXIT set inside a function isxecuted in the environment of the caller after the function com-
pletes:

This is also documented in the Korn shell book (Bpzk4).

If the Korn style function is implemented according to this specification, x&euation of function‘t”
should output‘ad”, and therefore abba is defined &b”. This includes ksh93, ksh88 on Solaris 8+, zsh
3.06+.

However, mary implementations excute thgietrap at the completion of the calleFhis includes /bin/ksh
on Solaris 6 and 7 (but not Solaris 8+), &mKSHV5.2.14 99/07/13.2 on Linux. In these implementations,
“b” is output before “a”, so abba is defined as “ba”.

The bash shell useskh shell style function declaration format and localized variables, but does nat follo
Korn shell specifications.ebting on bash 2.05b shows that exit trap inside a functimutes at the com-
pletion of the calling environment,gadless if it is a Korn shell @?OSIX style function declaration.

Moreover, the exit trap is not run before command substutition returns. Executing:
echo $(functiont { trap "printf "%" a exit; }; t; printf "9%" b)
produces “b”, although
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(function t { trap "printf "9%" a exit; }; t; printf "%" b)

produces “ba”. This will be changed in later version of bash (Ramey).

Due to this complication, Iveluate $abba as ‘ab” or not “ab” to determine when the exit trap inokh
style function runs.

Lines 12-17 defines the lock_stat function. It checks the status of the lock file, which is a symbolic link
with the “source file’ as four assignments separated by spaces. If the lock file does not exist, the lock_stat
function outputs'inode=". If the lock file does wst, the function outputs the actual inode assignment, plus
the other four assignments. Think of the function returning multiple values.

Lines 19-23 defines the ps_iden function. It accepts an argumeriid asd outputs the username, group
name, parent proce#3, and process groufd separated by a dot. These formats are paPtOdIX (The

Open Group). The combination serves as additional identification of the process that created the lock file
besides the proce#B. In the rare case that the original process died an®ltheegy/cled, we are better
positioned to differentiate between them.

The process creation timeowdd be a perfect candidate for additional identificatiomyever, the followving
factors mak it more complicated:

— Clock drifting can mak a future process appear as an earlier process.

— The process creation time is not readiligilable. Current time minus process elapsed time (“ps -o
etime”) involves the tvo times calculated at wvdifferent time; Timestamp on /epdl is not portable.

— General relativity indicates that a small changests that a future process creates an earlier lock file
(Hawking 131-153).

The lock_stat and ps_iden functions use the techniques introduced in a Sys Admin article (Schaefer and
Wang). Besides'ls’’ and “ps”, no other external commands are usgatintf’’ is a shell built-in in ksh93,
bash (2.05b), and zsh (4.1.1).

These functions and the “abbaariable prepare the way for the real stuff:

On the lines 25-58, the case statement checks whether the action (read in lingo@K)'iarid “unlock”,
and proceeds accordingly.

On lines 27-47, while within theait limit (read in line 07), the creation of lock file is attempted (line 29).
If successful, a trap is set to reveathe lock file upon the termination of the calling shell. This can be a
normal termination, or upon receiving of a signal as long as it iISIG&ULL.

If “‘exit trap” in Korn style function xecutes at the completion of the function as documented in Korn shell
manual, then a trap is setup to create a trap to run at the completion of the progrexit.triip” in Korn
style function is gecuted at the completion of the calling program, then a simple trap is setup.

There is nothing left to do, so the function returns with status 0.

However, if the creation of lock file is not successful — most likely due to the lock file already existing, then
the existence of the file and its status is checked (line 37). If the lock file exists, and one of the three condi-
tions as described ab® stisfied, the lock file (identified by its inode) is safely reado

Since this is done inside a loop, a sleep is added/éotgg CPU a break (line 46). That completes the lock
action.

Lines 49-57 arexecuted for unlock action. The unlock option is usedxXplieitly remove the lock file. It
first checks the existence and the status of the lock file. If the lock file does not exist, it has nothing to do.

If the lock file exists, it explicitly remas the lock file by inode without checking. Since the file is reedo
already the «it trap set up when the lock was created is no longer needed. An exit trap is resetito def
with “trap — exit’’. Either the simple trap statement or a trapxecate the simple trap statement is used,
depending th&abba value as discussed ai®

If things eecute as pected, the function should return with a status 0. Reaching the end of the function
means something is wrong. Fotaeple, a lock not being created within the wait limit returns 1 at the
function’s end (Line 59).
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Caveats
parent killed, lock gone, but child runs

Usually the lock file is created by the parent process, but the task that needs the lock is done by a child pro-
cess. When the parent process is killed, the lock file isvedriny the trap, but the child process may still
be running.

The solution for this is to find the process tree of the process (ptree command on Solais, \'dson of
ptree for Linux, http://www.unixlabplus.com/unix—prog/ptree/).

Given this example:

29661 -ksh
1395 /bin/ksh /tnp/1.ksh
1396 /bin/sleep 100

Kill the processes from bottom up. Or better yet, kill the process group usinggaimple, ‘kill —
-1395".
existing exit trap in calling environment

| assume that there is no existingtearap in the calling environment, otherwise the trap in the lock_unlock
function will overwrite the existing one.

The solution is to define a generic function namsirial_handlet’ which performs the trap actions
according its argumengsi gnal _handl er _ar gs:

function signal _handl er {

typeset i

for i; do
[[ 1 == kill_* 1] & kill ${i#kill_}
[[ $i == do_this ]] & echo "I will do this."
[[ $i == rm* 11 && rm ${i#rm}

done

}

trap "signal _handl er \$signal _handl er_args" exit
We @n append the trap actions by appendingsgiegnal _handl er _ar gs:
si gnal _handl er _ar gs="$si gnal _handl er _args rm ${nane}"
or remae from the trap actions by removing thei gnal _handl er _ar gs:
si gnal _handl er _args="${si gnal _handl er _args% *}"

The ‘$" sign is escaped because yoanv$si gnal _handl er _ar gs to be eauated when trap is
executed — taking into account thanable changes, not when the trap is set. If the actions are simple, the
$si gnal _act i ons can be used instead of a function.

Future version of lock_unlock, if gncan be found at:
<http://ww. uni xI abpl us. conf uni x- prog/ | ock_unl ock/ >.
Code listing
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01 function | ock_unlock {

02

03 typeset PATH=$( PATH=/ bi n:/usr/bi n getconf PATH)

04 typeset action psid inode name pid tine ttl abba id

05 typeset expire=99999999 wait=99999999 SECONDS

06

07 eval "$@

08

09 function epoch { perl -e 'print time'; }

10 abba=$(function t { trap 'printf "9%" a EXIT;, }; t; printf "9%" b)

11

12 function lock _stat {

13 typeset inode |sout nanme=$1

14 [[ -L ${nane} ]] M@ { printf "9%\n" "inode=" && return 0; }
15 set -- $(ls -il ${nane})

16 printf "9s\n" "inode=${1} ${12} ${13} ${14} ${15}"
17}

18

19 function ps_iden {

20 set -- $(ps -0 user= -0 group= -0 ppid= -0 pgid= -p $1 2>/dev/null)
21 echo $1.$2. $3. $4

22 return O

23}

24

25 case ${action} in

26 I ock)

27 (( SECONDS = 0 ))

28 while (( SECONDS <= wait )); do

29 In -s "pid=$3$ ti me=$(epoch) ttl=%${expire} psid=$(ps_iden $3$) id=$id" ${
30 case $abba in

31 ab) trap "trap \"rm-f ${nane}\" EXIT" EXIT,
32 *) trap "rm-f ${name}" EXI T,

33 esac

34 return O

35 }

36

37 eval $(lock_stat ${nane})

38

39 [[ -n ${inode} 1] && {

40 ps -p ${pid} 2>/dev/null &&

41 [[ $(ps_iden ${pid}) = "$id" 1] &&

42 (( $(epoch) < time + ttl )) m

43 find ${nanme} -inum ${inode} -exec rm-f {} \;
44 }

45

46 sleep 3

47 done;

48 unl ock)

49 eval $(lock_stat ${nane})

50

51 [[ -n ${inode} 1] &&
52 find ${nanme} -inum ${inode} -exec rm-f {} \; &&
53 case $abba in

54 ab) trap "trap - EXIT" EXIT;;
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55 *) trap - EXIT;;
56 esac &&
57 return 0;;
58 esac
59 return 1
60 }
SEE ALSO
In(1).

Bolsky, Morris and David Korn. The NeKornshell Command and Programming Language. Upper Saddle
River, NJ: Prentice HalPTR, 1995.

Hawking, Stephen. The Urdrse in a Nutshell. Ne York: Bantam, 2001.
Ramey, Chet. “Re: exit trap inside ksh-style function in bash—2.035—-mail to the autho29 Sp. 2003.
SchaeferEd and Michael Wang. “Do It Yourself with the ShélSys Admin 12 (Neember 2003): 33-42.

“The Open Group Base Specifications IssuEBE Std 1003.1, 2003 Editioh.T he IEEE and The Open
Group. Retriged 4 Dec. 2003. <http://www.opengroup.org/onlinepubs/007904975/>.

AUTHORS
Michael Wang xw73@columbia.edu>.

This is free software. You may cppr redistribute it under the same terms as Perl itself.
However if you modify it, you are required to send agofthe modification to me.

VERSION HISTORY
Version 2.4, 2008-03-13, xw/3@ol unbi a. edu
* Merged contributions fromHenning MI| <newsScott at gnx.de>:
Using LC ALL=C inside the function; direct output to /dev/null;
Renoved | eading O from date out put.

Version 2.3, 2007-10-15, xw/3@ol unbi a. edu
* To cal cul ate epoch seconds per suggestion from
"Mlon Krejca" <milon at erim.conp

Version 2.2, 2004-10-05, xw73@ol unbi a. edu
* Renpved SECONDS from typeset. Instead added | ocal variable TO.

VWhen SECONDS is declared |l ocal (using typedef), it |ooses it’s special
nmeani ng and becomes a regular variable, i.e. is never increnented.
Therefore the "wait=nnn" argunent to the | ock function doesn’'t

work, it never tines out.

Version 2.1, 2004-04-13, xw/3@ol unbi a. edu
* Added SECONDS to typeset.
* Change id to psid.
* Added id= option for further identification.

Version 2.0, 2003-09-23, xw/3@ol unbi a. edu
* Sinplified, enhanced the 2+ years’ old code.
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Version 1.1, 2001-08-13, mmvang@ri ndspring. com

*

* %k F F 4

+

man page does not depends on ksh93 "functions" alias. It does not work
wel I under ftp, sqlplus using !escape.

PCSI X PATH: PATH=$( PATH=/ bi n: / usr/ bi n getconf PATH)

Initialize HELP.

return -1 => return 1 for portability.

Bug fix: LOCKPID=${i ##LOCKPI D=} => LOCKPI D=${i ##* LOCKPI D=}

Add rediction to elimnate unnecessary output, harnful used

in pipeline: ps -p $LOCKPI D >/dev/null 2>&1

Version 1.0, 2001-03-01, mmvang@ri ndspring.com

perl v5.8.8

*

+ + + +

+

Korn shell standard states that "trap ...’ exit" inside function nane
{...} is executed at the conpletion of the function in caller’s

envi ronnent. Bol sky and Korn, |SBN 0-13-182700-6, page 224. However,
many i nmpl enentati ons excute the exit trap at the conpletion of the

cal ler:

o Solaris 7, 6 /bin/ksh (but Solaris 8 /bin/ksh gets it right).

0 Linux (2.2.14-5.0) PD KSH v5.2.14 99/07/13.2

This program works correctly in both cases.

no race condition.

survive on kill -9, server crash.
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